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CHAPTER 19

PUBLIC RECORDS AND FAIR INFORMATION PRACTICES
[Prior to 5/18/88, see 321—2.6(249D)]

The elder affairs department hereby adopts, with the following exceptions and amendments, rules
of the Governor’s Task Force on Uniform Rules of Agency Procedure relating to public records and
fair information practices which are printed in the first volume of the lowa Administrative Code.

321—19.1(17A,22) Definitions.As used in this chapter:
“Agency” in these rules means the department of elder affairs.
“Custodian” means the department director and the division administrators.

321—19.3(17A,22) Requests for access to records.

19.3(1) Location of record.In lieu of the words “(insert agency head)”, insert “director of the de-
partment of elder affairs”. In lieu of the words “(insert agency name and address)”, insert “the lowa
Department of Elder Affairs, Clemens Building, 3rd Floor, 200 Tenth Street, Des Moines, lowa
50319-3609".

19.3(2) Officehours. In lieu of the words “(insert customary office hours and, if the agency does
not have customary offideours of at least thirty hours per week, insert hours specified in lowa Code
section 22.4)", insert “8 a.m. to 4:30 p.m. Monday through Friday”.

19.3(7) Fees.

c. Search and supervisory feeln lieu of the words “(specify time period)”, insert “one-half
hour”. In lieu of the parenthetical sentence at the end of the paragraph, insert “If the request require:
research or if the record or records cannot readily be retrieved by the office, the requester will be ad:
vised of this fact. In addition, all costs for retrieval and copying of information stored in electronic
storage systems may be charged to the requester.”

321—19.9(17A,22) Disclosures without consent of the subject.

19.9(1) Disclosure. Open records are frequently disclosed without consent of the subject.

19.9(2) To the extent allowed by law, disclosure of confidential records may occur without the
consent othe subject. Following are instances where disclosure, if lawful, will generally occur with-
out notice to the subject:

a. Foraroutine use, as defined in rule 19.10(17A,22), or in the notice for a particular record sys-
tem.

b. To arecipient who has provided the agency with advance written assurance that the record will
be used solely as a statistical research or reporting record; provided, that, the record is transferred in
form that does not identify the subject.

c. To another government agency or to an instrumentality of any governmental jurisdiction with-
in or under the control of the United States for a civil or criminaldafercement activity, if the activity
is authorized by law, and if the head of the government agency or instrumentality has submitted a writ-
ten request to the agency specifying the record desired and the law enforcement activity for which the
record is sought.

d. To an individual pursuant to a showing of compelling circumstances affecting the health or
safety of an individual if a notice of the disclosure is transmitted to the last-known address of the sub-
ject.

e. To the legislative fiscal bureau under lowa Code section 2.52.

f.  Disclosures in the course of employee disciplinary proceedings.

g. Inresponse to a court order or subpoena.

321—19.10(17A,22) Routine use.
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19.10(1) Defined.“Routine use” means the disclosure of a record without the consent of the sub-
ject orsubjects, for a purpose which is compatible with the purpose for which the record was collected.
It includes disclosures required to be made by statute other than the public records law, lowa Code
chapter 22.

19.10(2) Routine usesTo the extent allowed by law, the following uses are considered to be rou-
tine uses of all agency records:

a. Disclosure to those officers, employees, and agents of the agency who have a need for the re-
cord inthe performance of their duties. The custodian of the record may, upon request of any officer or
employee, or on the custodian’s initiative determine what constitutes legitimate need to use confiden-
tial records.

b. Disclosure of information indicating an apparent violation of the law to appropriate law en-
forcement authorities for investigation and possible criminal prosecution, civil court action, or regula-
tory order.

c. Disclosure to the department of inspections and appeals for matters in which it is performing
services or functions on behalf of the agency.

d. Transfers of information within the agency, to other state agencies, or to local units of govern-
ment as appropriate to administer the program for which the information is collected.

e. Information released to staff of federal and state entities for audit purposes or for purposes of
determining whether the agency is operating a program lawfully.

f.  Any disclosure specifically authorized by the statute under which the record was collected or
maintained.

g. Any disclosure to AAAs on matters pertinent to the performance of their responsibilities.

h. Any disclosure to care review committees on matters pertinent to the performance of their re-
sponsibilities.

i.  Any disclosure to agencies and organizations which advocate for older persons and volunteer
time and effort to programs so that program goals can be achieved.

321—19.11(17A,22) Consensual disclosure of confidential records.

19.11(1) Consent to disclosure by a subject individugd. the extent permitted by law, the subject
may consent in writing to agency disclosure of confidential records as provided in rule 19.6(17A,22).

19.11(2) Complaints to public officialsA letter from a subject of a confidential record to a public
official which seeks the official's intervention on behalf of the subject in a matter that involves the
agency, tdhe extent permitted by law, may be treated as an authorization to reléagmnsirfiforma-
tion about the subject to the official to resolve the matter.

19.11(3) Obtaining information from ¢hird party. The agency is required to obtain information to
resolve long-term care complaints received by the ombudsman, to provide information on legal assis-
tanceissues and to determine that eligibility requirements are met for care review committee members.
Requestsnade to third parties for this information may involve the release of confidential information
aboutindividuals. Except as provided in rule 19.10(17A,22), the agency may make these requests only
when the individual has authorized the release in writing.

321—19.12(17A,22) Release to subject.

19.12(1) Subjects of confidential record¥he subject of a confidential record may file a written
request to review confidential records about that person as provided in rule 19.6(17A,22). However,
the agency need not release the following records to the subject:

a. The identity of a person providing information to the agency need not be disclosed directly or
indirectly to the subject of the information when the information is authorized to be held confidential
pursuant to lowa Code section 22.7(18) or other provision of law.

b. Records need not be disclosed to the subject when they are the work product of an attorney or
are otherwise privileged.

c. Peace officers’ investigative reports may be withheld from the subject, except as required by
lowa Code section 22.7(5).
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d. As otherwise authorized by law.

19.12(2) Multiple subjects.Where a record has multiple subjects with interest in the confidential-
ity of the record, the agency may take reasonable steps to protect confidential information relating to
another subject.

321—19.13(17A,22) Availability of records.

19.13(1) Open records Agency records are open for public inspection and copying unless other-
wise provided by rule or law.

19.13(2) Confidential records.The following records may be withheld from public inspection.
Records are listed by category, according to the legal basis for withholding them from public inspec-
tion.

a. Sealed bids received prior to the time set for public opening of bids, lowa Code section 72.3.

b. Tax records made available to the agency under lowa Code sections 422.20 and 422.72.

c. Any other record made confidential by law.

d. Records which are part of the long-term care resident’s advocate/ombudsman complaint sys-
tem under lowa Code section 231.43.

e. Any records which are client information for the Senior Community Service Employment
Program. Pursuant to authority provided in lowa Code section 231.51, the department administers the
SCSEP program, a federally funded employment program. Federal law requires that personal infor-
mation about participants be kept confidential under 20 CFR 674.203b-3(1985). The department ha:
determined that the U.S. Department of Labor would not provide funding for the SCSEP program un-
less the confidentiality of participants is maintained. In order, therefore, to prevent the denial of these
funds, the information will be kept confidential and any requirements to the contrary in lowa Code
chapter 22 must be waived as provided in lowa Code section 22.9.

f.  Records which are exempt from disclosure under lowa Code section 22.7.

g. Minutes of closed meetings of a government body, lowa Code section 21.5(4).

h. Identifying details of final orders, decisions and opinions to the extent required to prevent a
clearly unwarranted invasion of personal privacy or trade secrets under lowa Code section
17A.3(1)yd.”

i.  Thoseportions of agency staff manuals, instructions or other statements issued which set forth
criteria or guidelines to be used by agency staff in auditing, in making inspections, in settling commer-
cial disputes or in the selection or handling of cases, such as operational tactics or allowable tolerance
or criteria for the defense, prosecution or settlement of cases, when disclosure of these statemen
would:

(1) Enable law violators to avoid detection;

(2) Facilitate disregard of requirements imposed by law;

(3) Give a clearly improper advantage to persons who are in an adverse position to the agency, a
indicated in lowa Code sections 17A.2 and 17A.3.

j.  Records which constitute attorney work product, attorney-client communications, or which
are otherwise privileged. Attorney work product is confidential under lowa Code sections 22.7(4),
622.10and 622.11, lowa R.C.P. 122(c), Fed. R. Civ. P. 26(b)(3), and case law. Attorney-client commu-
nications are confidential under lowa Code sections 622.10 and 622.11, the rules of evidence, the Cod
of Professional Responsibility, and case law.

19.13(3) Authority to release confidential record3he agency may have discretion to disclose
some confidential records which are exempt from disclosure under lowa Code section 22.7 or other
law. Any person may request permission to inspect records withheld from inspection under a statute
which authorizes limited or discretionary disclosure as provided in rule 19.4(17A,22). If the agency
initially determines that it will release such records, the agency may, where appropriate, notify inter-
ested parties and withhold the records from inspection as provided in subrule 19.4(3).

321—19.14(17A,22) Personally identifiable informationThis rule describes the nature and extent
of personally identifiable information which is collected, maintained, and retrieved by the agency by
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personal identifier imecord systems as defined in rule 19.1(17A,22). For each record system, this rule
describegshe legal authority for collection of that information, the means of storage of that information
and indicates whether a data processing system matches, collates, or permits the comparison of person-
ally identifiable information in one record system with personally identifiable information in another
record system. Some of the record systems described in the accompanying chart as “open” may con-
tain confidential information under subrule 19.13(2). The record systems maintained by the agency
are:

Abbreviations are used in the chart as follows:

Code Meaning
o/C The record is partly open and partly confidential.
(@) The records are open for public inspection.
C The records are confidential and are not open to the public.
PI Personally identifiable information.
NA Not Applicable.
DESCRIPTION TYPE LEGAL PERSONALLY LEGAL
OF OF AUTHORITY IDENTIFIABLE ~ AUTHORITY
RECORD RECORD FOR INFORMATION FOR PI
CONFIDENTIALITY INFORMATION
Record of Commission o/C lowa Code 21.5(4) No NA
and Statutory Committees
Rule Making (0] NA No NA
Declaratory Rulings O NA No NA
Rules and Policy Manuals O NA No NA
State Plans (0] NA No NA
Publications (0] NA No NA
Statistical Reports (0] NA No NA
Financial and Administrative (0] NA No NA
Records
Contracts and Interagency (@] NA No NA
Agreements
Grant Records
e Title Nl e} NA No NA
e TitleV (0] NA No NA
» Discretionary (0] NA No NA
e« USDA (0] NA No NA
e Title IV (0] NA No NA
Program Records
¢ Notice of Grant Awards (0] NA No NA

e Senior Community
Service Employment o/C 20 CFR Yes 20 CFR
674.203b-3 674.203b-3



Elder Affairs[321] Ch 19, p.5

name
address
age
race
eligibility info.
area
medical info.
phone no.
e Elder Abuse O NA No NA
¢ Retired lowan (@] NA No NA
Employment
¢ Elderlaw O NA No NA
¢ Retired Senior Volunteer O NA No NA
e Elderly Services (@) NA No NA
¢ Insurance Information (@] NA No NA
¢ Alzheimer’s Disease (@) NA No NA
e JTPA (@) NA No NA
* Long Term Care (@) NA No NA
Coordinating Unit
e Housing (@] NA No NA
e Advocacy (0] NA Yes lowa Code
231.23
name
address
e Training Information (@) NA Yes lowa Code
231.23
name
address
Care Review Committees O NA Yes lowa Code
231.44
name
address
county
PSA
phone no.
training info.
Older lowan Legislature (0] NA Yes lowa Code
name 231.23
address
PSA
district
phone no.
State Advisory Council O NA Yes lowa Code
name 231.23
address
phone no.

PSA
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Ombudsman Complaints

Newsletter Mailing Lists,
Conference Lists, Interested
Individuals and Group Lists,
Resource Lists

Centenarians Registry

Elder Affairs[321]
lowa Code Yes lowa Code
135C.37, 135C.37
231.42 231.42
name
address
county
facility

level of care lic.
administrator
patient pay status
complainant
complaint description cat.
receiver of complaint
investigator method & date
verification
scope of facility complaint

NA Yes lowa Code
231.23
name
address
telephone no.

NA Yes lowa Code
name 231.23
address
area
county
facility
phone no.
birth date
death date
sex

19.14(1) Litigation files. These files or records contain information regarding litigation or antici-
pated litigation, which includes judicial and administrative proceedings. The records include briefs,
depositions, docket sheets, documents, correspondence, attorney’s notes, memoranda, research mate-
rials, witness information, investigation materials, information compiled under the direction of the at-
torney, and case management records. The files contain materials which are confidential as attorney
work product and attorney-client communications. Some materials are confidential under other appli-
cable provisions of law or because of a court order. Persons wishing copies of pleadings and other
documents filed in litigation should obtain them from the clerk of the appropriate court which main-

tains the official copy.

19.14(2) Personnel files.The agency maintains files containing information about employees,
families and dependents, and applicants for positions with the agency. The files include payroll rec-
ords, biographical information, medical information relating to disability, performance reviews and
evaluations, disciplinary information, information required for tax withholding, information concern-
ing employee benefits, affirmative action reports, and other information concerning the employer-
employee relationship. Some of this information is confidential under lowa Code section 22.7(11).

321—19.15(17A,22) Other groups of records.

19.15(1) Other recoms. This rule describes groups of records maintained by the agency other than
record systems as defined in rule 19.1(17A,22). These records are routinely available to the public.
However, the agency files of these records may contain confidential information, as discussed in rule
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19.13(17A,22). The records listed may contain information about individuals. Some records are
stored both on paper and in an automated data processing system unless otherwise noted.

19.15(2) Rule making.Rule-making records may contain information about individuals making
written or oral comments on proposed rules. This information is collected pursuant to lowa Code sec-
tion 17A.4. This information is not stored in an automated data processing system.

19.15(3) Commission and advisoopuncil iecods. Agendas, minutes, and materials presented to
the commission for the department of elder affairs and the state advisory council are available from the
office of the department of elder affairs, except those records concerning closed sessions which ar
exempt from disclosure under lowa Code section 21.5(4) or which are otherwise confidential by law.
Commission and advisory council records contain information about participants in meetings. This
information is collected pursuant to lowa Code se@ib3. This information is not retrieved by indi-
vidual identifier and is not stored in an automated data processing system.

19.15(4) Publications Publications such as news releases, annual reports, project reports and
agency newsletters are available from the office of the department of elder affairs.

19.15(5) Other publications.Agency news releases, project reports, and newsletters may contain
information about individuals, including agency staff or members of councils or committees. This in-
formation is not retrieved by individual identifier, and is not stored on an automated data processing
system.

19.15(6) Statistical reports.Periodic reports of units of service for various agency programs are
availablefrom the department of elder affairs. Statistical reports do not contain personally identifiable
information.

19.15(7) Grants Records on persons receiving grants for activities funded pursuant to state or
federal laws are available through the office specified in subrule 19.2(1). These records may contair
information about employees of a grantee. This information is not retrieved by individual identifier,
and is not stored in an automated data processing system. The information is collected under the al
thority of lowa Code chapter 231.

19.15(8) Appeal decisions and advisory opinior! final orders, decisions and opinions are open
to the public except for information that is confidential according to subrule 19.13(2). These records
may contain information about individuals collected under the authority of lowa Code chapter 231.

19.15(9) Published materialsThe agency uses many legal and technical publications in its work.
The public may inspect these publications upon request. Some of these materials may be protected
copyright law.

19.15(10) Policy manuals.The agency employees’ and other procedures manuals, containing
the policies and procedures for programs administered by the agency, are available in the departmel
specified inrule 19.1(17A,22). Policy manuals do not contain information about individuals. Some of
this information may be confidential under lowa Code section 17Af2(®y other applicable provi-
sions of law.

19.15(11) lowa aging memos and directiveShe agency provides guidance and instructions to
its grantees through lowa aging memorandums and lowa aging directives. Copies of these documen
are available from the department. lowa aging memorandums and lowa aging directives may contair
information about individuals under the authority of lowa Code chapter 231.

321—19.16(17A,22)Data processing systemsAll data processing systems used by the agency may
permit the comparison of personally identifiable information in one record system with personally
identifiable information in another record system.

321—19.17(17A,22) Applicability. This chapter does not:

1. Require the agency to index or retrieve records which contain information about individuals
by that person’s name or other personal identifier.

2. Makeavailable to the general public records which would otherwise not be available under the
public records law, lowa Code chapter 22.
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3. Governthe maintenance or disclosure of, notification of or access to, records in the possession
of the agency which are governed by the rules of another agency.

4. Apply to grantees, including local governments or subdivisions thereof, administering state-
funded programs, unless otherwise provided by law or agreement.

5. Make available record®mpiled by the agency in reasonable anticipation of court litigation or
formal administrative proceeding¥he availability of such records to the general public or to any sub-
jectindividual or party to such litigation or proceedings shall be governed by applicable legal and con-
stitutional principles, statutes, rules of discovery, evidentiary privileges, and applicable rules of the
agency.

These rules are intended to implement lowa Code sections 174,3(2R.11, 217.6 and 217.30
and lowa Code chapters 228 and 231.

[Filed 5/1/87, Notice 2/25/87—published 5/20/87, effective 6/24/87]*
[Filed 4/29/88, Notice 3/23/88—published 5/18/88, effective 6/22/88]

*Effective date of Ch 2 delayed 70 days by the Administrative Rules Review Committee.
NOTE: History transferred from 321—Ch 2, IAB 5/18/88.



